


] The source of that data;

1 Why we are able to process your personal data;

1 How long we store your personal data;

1 When and why we may share your personal data with other organisations or
individuals;

1 Whether we transfer your personal data to another country and if so how we

ensure it is protected,;
)l About any automated decision making or profiling we carry out.
PART 1 - GENERAL INFORMATION
INFORMATION ABOUT WJEC

WJEC is a registered charity and a company limited by guarantee. We are Wales’
largest provider of bilingual qualifications (general and vocational). We are also one of
the leading qualification providers in England and Northern Ireland, where we offer
qualifications under the ‘Edugas’ brand.

WJEC is recognised as a provider of qualifications and regulated by Ofqual in England,
Qualifications Wales in Wales and by the Council for the Curriculum, Examinations
and Assessment (‘CCEA’) in Northern Ireland (the ‘Regulators’). This means that we
must operate in accordance with various rules and policies laid down by the
Regulators. We refer to those rules and policies in this privacy notice as the ‘Regulatory
Rules’.

WJEC is a member of the Joint Council for Qualifications (‘JCQ"). JCQ is a not for profit
company limited by guarantee which represents the eight largest providers of
gualifications in the UK. Amongst other things, JCQ creates common administrative
arrangements and policies for examinations and assessments which are followed by
its members. We refer to those arrangements and policies in this privacy notice as the
‘JCQ Policies’.

DATA PROTECTION LAW IN THE UK

Data protection law in the UK is mainly governed by the UK General Data Protection
Regulation (‘UK GDPR’) and the Data Protection Act 2018 (‘DPA 2018).

Certain uses of personal data are also governed by the Privacy and Electronic
Communications Regulations 1993 (‘PECR’). PECR sets out laws relating to the
privacy of electronic communications, including direct electronic marketing and
cookies.

WJEC’S STATUS UNDER DATA PROTECTION LAW

Under the UK GDPR, organisations which have control over whether, why and how
your personal data is processed are known as ‘controllers’. The majority of obligations
set out in the UK GDPR and DPA 2018 apply to data controllers.

WJEC is the data controller for the personal data we process.
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The UK GDPR and DPA 2018 also apply to ‘processors’. Generally speaking, an
organisation which processes personal data will be acting as a processor where it is
processing that personal data on behalf of another organisation and in accordance
with its instructions.

WJEC uses processors in a number of scenarios (for example, companies which
provide IT services to us will usually be acting as our processor). Where WJEC uses
a processor, we are required to ensure that the processor is able to operate in
accordance with the UK GDPR (including keeping personal data secure) and enter into
a written contract with the processor which sets out the terms on which it is permitted
to process personal data on our behalf.

HOW WE ENSURE OUR PROCESSING IS LAWFUL

Under the UK GDPR, controllers must have a lawful basis (or bases) for processing
personal data. Essentially, this means that any processing activity must be authorised
by one or more of six lawful bases for processing set out in Article 6 of the UK GDPR.

The lawful bases are:

)l Consent: the individual in question has clearly consented to the processing of
their personal data for a specific purpose.

1 Contract: the processing is necessary for a contract the controller has entered

into with the individual, or because the relevant individual has asked the
controller to
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personal data revealing political opinions;
personal data revealing religious or philosophical beliefs;
personal data revealing trade union membership;

genetic data;
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CHILDREN

WJEC has a direct relationship with centres, who apply for approval to deliver WJEC
and Edugas qualifications. Once approval is received, the Centre is then able to enter
learners for qualifications.

Some of the information in this privacy notice is directed at individuals who may be
below 18 who may be sitting our qualifications. (for example, Candidates). We have
tried to ensure that the information in this privacy notice will be clear and
understandable to all readers, in particular individuals who fall within the 14 to 18 years
age group. However, please contact us if you require clarification in relation to any of
the information set out in this privacy notice.

If you are below 13
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LOG OF CHANGES TO OUR PRIVACY NOTICE

Date change was made Details of change

22 February 2023 New Privacy Notice drafted to make it more user
friendly for the different readers

OUR CONTACT DETAILS

If you wish to contact us, you can do so by phone, email or post. Our contact details
are set out below:

Postal address: WJEC, 245 Western Avenue, Cardiff, CF5 2YX
Telephone number: 029 2026 5000

Email address: data.protection.officer@wjec.co.uk

DATA PROTECTION OFFICER’S CONTACT DETAILS

You can contact our data protection officer at data.protection.officer@wjec.co.uk or
via our postal address (please address your letter to ‘Data Protection Officer, WIEC").

COMPLAINTS

If you have any concerns about the way we use your personal data, please email us
at complaints@wjec.co.uk .

Alternatively, you can complain to the Information Commissioner’s Office. Details of
how you can submit a claim can be found on the Information Commissioner’s website
Make a complaint | ICO

PART 2 - PRIVACY INFORMATION FOR CANDIDATES

Before you read the information set out in this part of our privacy notice, please
ensure you have read the information provided in Part 1 - General Information.

OVERVIEW
To deliver its general and vocational qualifications, WIJEC needs to process personal
data relating to Candidates for a number of different reasons. We have therefore split

this part of our privacy notice into subsections. Each subsection covers a core reason
for processing Candidate personal data and explains:
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1 Whether we will share your personal data with other organisations or
individuals; and

)l Whether the processing will involve any automated decision making or
profiling.

There are also separate sub-sections covering:

1 Whether we will transfer your personal data outside the UK;
1 How long we will keep your personal data; [and
1 The rights you have in relation to your personal data].

Please note that:

1 When we refer to ‘Centres’ in the information below, we mean the school or
college which enters you for a qualification.

1 When we refer to ‘Appointees’ in the information below, we mean WJEC's
examiners and moderators.

TO ENTER YOU FOR AND DELIVER EXAMINATIONS AND ASSESSMENTS
Why will we process your personal data?

To undertake administrative steps necessary to enrol you for qualifications and deliver
examinations and assessments. This includes:

1 Taking the administrative steps necessary to enrol you for a qualification;

1 Carrying out examination and assessment related administration;

|| Delivering examination scripts to Centres;

1 Storing and transporting examination scripts and recordings; and

1 Corresponding and dealing with Centres and Appointees in connection with

examinations and assessments.

What personal data will we process?
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What is our lawful basis for processing?
Our lawful basis for processing will be one of the following:

1 That the processing is necessary for compliance by us with our obligations
under UK law (i.e. the Regulatory Rules);

1 That the processing is necessary to enable us to perform a task carried out in
the public interest. The public interest task in question is providing qualifications
approved by the Regulators; or

1 That the processing is necessary for the purposes of legitimate interests
pursued by us. Those legitimate interests are to undertake tasks necessary to
fulfil our contract with the Centre which entered you for the relevant
gualification(s).

Will we share your personal data with anyone else?

To make the necessary arrangements for you to sit examinations and take part in
external assessments, we will need to share Entry Data with the Centre which entered
you for the relevant qualification(s). Our lawful basis for doing so will be our legitimate
interests in ensuring that examinations and assessments can take place, in complying
with our obligations under UK law.

We are also required to share Entry Data with the Regulators, UK Government's
Department for Education, Welsh Government, Northern Ireland Government, JCQ
and its members. Our lawful basis for doing so will be compliance by us with our
obligations under UK law (i.e. under the Regulatory Rules).

TO DEAL WITH APPLICATIONS FOR ACCESS ARRANGEMENTS AND
REASONABLE ADJUSTMENTS

Why will we process your personal data?

Under the Regulatory Rules, we are required to ensure that we have clear
arrangements in place to make access arrangements and reasonable adjustments for
Candidates with disabilities. Those reasonable adjustments might include, for
example, extra time to complete an examination or the provision of a scribe.

If your Centre considers that you are entitled to a reasonable adjustment, your Centre
must submit an application for a reasonable adjustment on your behalf. If a Centre
does so, we will need to process your personal data to:

|| evaluate the application;

1 make a decision about whether you are entitled to the requested reasonable
adjustment(s);

1 notify your Centre whether the application has been accepted or rejected.
What personal data will we process?

Entry Data plus information contained in the application made by your Centre. The
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Such marking, moderation and monitoring is also essential so that we can deliver
regulated qualifications. As a result, the lawful bases we will rely upon are t
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What personal data will we process?

Entry Data, details of any marks already awarded to you, plus information relating to
the reason an application for special consideration has been made on your behalf
(which may include special category data, such as information relating to your health).
What is the source of the data?

1 WJEC — we will already hold Entry Data and details of any marks that have
been awarded to you;

1 Centres — applications for special consideration made by Centres will repeat
certain Entry Data and set out details relating to the reasons why an application
for special consideration is being made.

What lawful basis will we rely upon?
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Entry Data plus details of the units you have completed and the credits awarded to you
in relation to the qualifications being transferred.

What is the source of the data?

1 Where you are transferring to a qualification provided by another awarding
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1 We will already be holding Entry Data and details of the marks awarded to you
by Appointees and Centres; and

1 We will generate your grades.

What lawful basis will we rely upon?

The Regulatory Rules require us to set grade boundaries, apply those grade
boundaries to Candidate marks and publish results. The lawful bases we will rely upon

to process your personal data will therefore be:

1 That the processing is necessary for compliance by us with our obligations
under UK law; and

)l That the processing is necessary for the performance by us of a task in the
public interest. The public interest task in question is the provision of regulated
gualifications.

Will we share your personal data with anyone else?

When setting grade boundaries, we will work with a team of senior WJEC Appointees
(who will act as our data processors).

We will provide details of the grades awarded to you to:

)| Your Centre,

1 JCQ and its members;

1 UCAS (if you have applied to university)

|| Our Regulators

1 UK Government's Department for Education, Welsh Government and Northern

Irish Government

The lawful basis we will rely upon to do so will be complying with our obligations under
UK law (in relation to notifying results to Centres) and legitimate interests (in the case
of notifying results to JCQ, its members and UCAS).

We will also share candidate level results with JCQ, JCQ members, our Regulators.
We are required to do so to comply with our legal obligations as a regulated provider
of qualifications.

We also share candidate level data with the UK Government’s Department for
Education, Welsh Government
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Entry Data, your grades, your payment details and details of any special consideration
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1 Provide an appeals service to learners and centres for examination scripts,
other external assessments, and Centre Marked Assessments

1 Review the marking and moderation processes we conducted to ensure they
were accurately and appropriately implemented

1 Correct any marking or administrative errors that are found during the review
and appeals process

The lawful bases we will rely upon are that the processing is necessary for the
performance by us of our obligations under UK law and that the processing is
necessary for the performance by us of a task in the public interest.

Will we share personal data with anyone else?

We will arrange for examination scripts and other external assessments to be reviewed
by Appointees. We will also arrange for senior Appointees to monitor the reviews of
examination scripts and other external assessments. We will also arrange for Centre
Marked Assessments to be reviewed by Appointees. Appointees are appointed by
WJEC under contract and will process personal data in their capacity as our
processors.

The majority of reviews of marking and moderation and the monitoring of such work
by Appointees will take place via WJEC's secure online platform.

Under the Regulatory Rules, we are required share details of the reviews of marking
and moderation with the Regulators. Our lawful basis for doing so will be compliance
with our legal obligations under UK law.

TO PROVIDE INFORMATION THIRD PARTIES

Why will we process your personal data?

To respond to requests for information made by other organisations (for example,
employers, universities, the police or the courts).

What personal data will we process?

Employers and universities will sometimes contact us to as us to confirm whether you
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is necessary for the purposes of legitimate interests pursued by the organisation in
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series in question. Information stored on WJEC’s special consideration
platform will be retained for 3 years.

Although we retain information relating to allegations of candidate malpractice
for a period of 7 years, a record of any candidate malpractice sanction is
retained indefinitely.

PART 3 -
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l
l

Your date of birth;

Your gender;

Your car registration number;

Your emergency contact details;

Details relating to your employment record, qualifications and experience;
References;

Details of any conflicts of interest;

Your National Insurance Number and information relating to tax and salary
payments;

Your bank details;

Your training record;

Performance records;

Blue badge accreditation and access requirements; and

Details of any dietary requirements.

WHAT IS THE SOURCE OF THE DATA?

We will obtain the majority of your personal data directly from you, either when you
apply for a role as an Appointee or during the course of your appointment.

Some pr;
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f In relation to the preparation of reports for the Regulators, we rely upon the
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teaching staff, such as IT technicians, exam officer and other support staff as
appropriate.

WHY WILL WE PROCESS YOUR PERSONAL DATA?

We will process your personal data for the following purposes:

1 In connection with the moderation of Centre based assessments (including
distribution lists for newsletters and centres agreeing to share information with

other centres via WJEC's centre maps);

1 To deliver teacher training and engagement, including CPD training, network
meetings and focus groups;

1 To provide you with WJEC publications and other information;

1 To deal with malpractice allegations (this will include investigating the relevant
allegation and reaching a decision about whether there has been any
malpractice); and

)l To deal with enquiries and complaints.

Relevant privacy information relating to our processing of your personal data in

connection with CPD training, the provision of publications and other information and

dealing with enquires and complaints is set out elsewhere in this privacy notice. Please
follow the link to the relevant section of our privacy notice set out in the Introduction to
this privacy notice.

WHAT PERSONAL DATA WILL WE PROCESS?

1 In relation to the moderation of Centre based assessments, we will process
your name and details of your position and the Centre you work for;

|| In relation to
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WHAT PERSONAL DATA WILL WE PROCESS?

f Inrelation to Centre registration and monitoring purposes, we will process your
name, position and email address.

f In relation to allegations of malpractice, we will process your name, details of
your position and the Centre you work for, and any personal data about you
which is relevant to the allegation in question.

WHAT IS THE SOURCE OF THE DATA?

f In relation to Centre registration and monitoring purposes, we will obtain the
personal data directly from you as part of the registration application for the
Centre.

f In relation to allegations of malpractice, the source of some of the data will
depend upon who has made the allegation (for example, we may be provided
with information by Appointees). We are also likely to obtain some personal
data directly from you.

WHAT LAWFUL BASIS WILL WE RELY UPON?

In relation to both Centre registration and monitoring, and dealing with allegations of
malpractice, the lawful basis we will rely upon is that the processing is necessary to
enable us to comply with our obligations under the Regulatory Rules.

WILL WE SHARE YOUR PERSONAL DATA WITH ANYONE ELSE?

Where itis a Centre’s first application to us or where the Centre is making a registration
application after a period of inactivity, it will be necessary for us to share the application
data with the JCQ Centre Inspection Service (which is operated on behalf of JCQ by
AQA in England,CCEA in Northern Ireland and WJEC in Wales).

We will also share the application data with the National Centre Number Register
(NCNR) to enable them to allocate a Centre Registration Number.

Application data is shared via mail.
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1 Your name, email address and feedback (if you agree to us using your
feedback to publicise future CPD training events, and if you ask us to tell you
about future CPD / Professional Learning events.).

WHAT IS THE SOURCE OF THE DATA?

We use an online booking system to enable individuals to book a place on CPD /
Professional Learning events. In booking, we will obtain details of your name, school,
college or other employer and any dietary requirements via the online booking
platform.

We use an online survey provider to obtain feedback about CPD / Professional
Learning events.

WHAT IS OUR LAWFUL BASIS FOR PROCESSING?

Generally, our lawful basis for processing will be our legitimate interests (i.e. our need
to use your personal data to enroll you on a CPD / Professional Learning event a.12 re/F1 11.04 TfIIC
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WILL WE TRANSFER YOUR PERSONAL DATA OUTSIDE THE UK?

The systems we use to register individuals for events, deliver events and obtain
feedback are hosted in the UK.

PART 7 — PRIVACY INFORMATION FOR INDIVIDUALS WHO SUBSCRIBE TO
WJEC PUBLICATIONS

OVERVIEW

This part of our privacy notice is directed at individuals who ask to receive copies of
WJEC publications and/or other information.

WHY WILL WE PROCESS YOUR PERSONAL DATA?

We will process your personal data so that we can provide you with copies of WJEC
publications and/or other information.
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PART 8 — PRIVACY INFORMATION FOR SUPPLIERS AND CONTRACTORS
OVERVIEW

If you supply WIJEC with goods or services, WIEC may need to process certain
personal data relating to you or your staff in connection with such supply.

WHY WILL WE PROCESS YOUR PERSONAL DATA?

f To make administrative arrangements connected to the receipt of the relevant
goods or services;

f  To make enquiries and to arrange payment;

f  To order relevant goods and services; and

f  To set up and maintain supplier accounts within our financial system.
WHAT PERSONAL DATA WILL WE PROCESS?

I Your nhame

f Your position

f  Your email address

f Your VAT registration number

f Your bank account details.
WHAT IS THE SOURCE OF THE PERSONAL DATA?
We will generally obtain the personal data directly from you.
WHAT LAWFUL BASIS WILL WE RELY UPON?
The lawful basis we will rely upon will generally be that the processing of your or your
staff's personal data is necessary for the purposes of our legitimate interests (namely,
receiving the goods or services in question and making payment for them).
WILL WE SHARE YOUR PERSONAL DATA WITH ANYONE ELSE?
No.
HOW LONG WILL WE RETAIN YOUR PERSONAL DATA?
We retain personal data on our sale and purchase ledgers for 7 years for tax reasons.
We also retain personal data relating to the contract between us for 6 years in case of
contractual claims.

WILL WE TRANSFER YOUR PERSONAL DATA OUTSIDE THE UK?

Some of our services and/or IT systems are hosted in the EU. Where this is the case,
we rely on adequacy arrangements between the UK and EU to ensure that your
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HOW LONG WILL WE RETAIN YOUR PERSONAL DATA?
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PART 10 — PRIVACY INFORMATION FOR INDIVIDUALS WHO VISIT OUR
PREMISES

OVERVIEW

This part of the privacy notice is directed at individuals who visit WJEC's premises.
WHY WILL WE PROCESS YOUR PERSONAL DATA?

We need to process your personal data for the following purposes:

f To keep records of visitors to our premises for administrative, security and
health and safety purposes;

f So that we can verify the credentials of contractors working at our premises;

f  To ensure the security of our premises and networks;

f  To record details relating to accidents for health and safety reasons;

Due to the fact that confidential materials which are relevant to examinations and
assessments are produced and are accessible at some of our, we may also need to
process your personal data so that we can keep a record of any potential conflicts of
interest you may have (e.g. where a relative of a visitor is has been entered fora WIEC
gualification). The MAC address and hostname of devices connected to our public
wireless network, plus the names of any sites visited may be logged for security
monitoring.

WHAT PERSONAL DATA WILL WE PROCESS?

Your name, contact details, company details, vehicle registration details, details
relating to certificates of competency or accreditation, any declaration of a conflict of
interest, CCTV images, details of any accidents or injuries and your time of entry and
exit from our premises.

WHAT IS THE SOURCE OF THE DATA?
Most of the personal data we will process will be obtained directly from you when you
attend our premises. However, we will also collect personal data from the following

sources:

1 If you are involved in an accident at our premises, we may collect data from
any witnesses or first aidersF1 11.04 TflI0 0 1 126.02 223.85 TmQIgQI G[{an)3(y )-4(w)5(i)5(t)-4(
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We will rely upon several different lawful bases to process your personal data:

f In relation to declarations of conflicts of interests and recording details of any
accidents or injuries, we will rely upon the lawful basis that processing your
personal data is necessary for compliance by us with our obligations under UK
law (either under the Regulatory Rules or under Health and Safety legislation).
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WILL WE TRANSFER YOUR PERSONAL DATA OUTSIDE THE UK?
Some of our services and/or IT systems are hosted in the EU. Where this is the case,
we rely on adequacy arrangements between the UK and EU to ensure that your

personal data is protected. If any such adequacy arrangements cease to apply, we will
rely on standard contractual clauses to protect your personal data.

PART 11 - PRIVACY INFORMATION FOR JOB APPLICANTS

OVERVIEW

This part of our privacy n TJETGboulOtEW
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o Information from the Disclosure and Barring service check providers;
and
o Information from criminal records checks

WHAT LAWFUL BASIS WILL WE RELY UPON?
We will rely upon several different lawful bases to process your personal data:
WJEC needs to process data to take steps at your request prior to entering into a
contract with you. It also needs to process your data to enter into a contract with you.
We will rely upon several different lawful bases to process your personal data:

f  In some cases, WJEC needs to process data to ensure that it is complying with

its legal obligations. For example, it is required to check a successful
applicant's eligibility to work in the UK before employment starts.
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WJEC will not share your data with third parties, unless your application for
employment is successful and it makes you an offer of employment. The organisation
will then share your data with former employers to obtain references for you,
employment background check providers to obtain necessary background checks and

the Disclosure and Barring Service to obtain necessary criminal records checks.

HOW LONG WILL WE RETAIN YOUR PERSONAL DATA?

If your application for employment is unsuccessful, WJEC will hold your data on file for
6 months after the end of the relevant recruitment process. If you agree to allow WJEC
to keep your personal data on file, the HR team will hold your data on file for a further
12 months for consideration for future employment opportunities. At the end of that
period or once you withdraw your consent; your data is deleted or destroyed.

If your application for employment is successful, personal data gathered during the
recruitment process will be transferred to your personnel file and retained during your
employment. The periods for which your data will be held will be provided to you in a
new privacy notice.

WILL WE TRANSFER YOUR PERSONAL DATA OUTSIDE THE UK?

No.

PART 12 — PRIVACY INFORMATION FOR INDIVIDUALS WHO ATTEND WJEC
MARKETING EVENTS

OVERVIEW
This part of our privacy notice is directed at individuals who are invited to attend and/or
attend a WJEC marketing event, such as the Moving Images Award or the Innovation

Awards.

WHY WILL WE PROCESS YOUR PERSONAL DATA?

|| To invite you to the event;

1 To judge the event (if you submit an entry to the event);
)| To administer the event; and

1 To announce and publicise the winners.

WHAT PERSONAL DATA WILL WE PROCESS?
If you are a student, your name and the school or college you attend.

If you are a teacher, exam officer or other invitee, your name, position and emalil
address.
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